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KuiBchkuil HalliOHAIBHHUN YHIBEPCHUTET TEXHOJIOTIN Ta qU3aiHy

AHAJII3 TA OIIHKA 3AT'PO3 HA IH®OPMAIIIAHI PECYPCH
KOMII'IOTEPHUX CUCTEM, AKI IPAIIOIOTH B PEKUMI
PEAJIBHOI'O YACY

Poboma npucesuyemocs ananizy 3a2po3 Ha IHQOpMayiuHi pecypus OAHKOMAmMieé [ NIAAMINCHUX
mepminanie ma kiacu@ikayii yux 3aepos 0is noOAIbULO020 IT GUKOPUCMAHHS 8 CUCMEMI ayOumy IHHOPpMayitiHux

pecypcie.

Knrouosi crosa: xnacugirxayis 3aepos, ingpopmayiiini pecypcu, bankomamu, besnexa.

Bennka KUTBKICTH €NEKTPOHHHMX 3JIOYMHIB TIOB’sS3aHA 13 HECAHKLIOHABAHWUM JOCTYIIOM 1O
iHpOpMaLiHHUX PEeCcypCciB KOMIT IOTEPHHUX CHUCTEM, SKi MPAIIOIOTh B PEXKHMi pearbHOro 4acy. Taki cHCTeMH
KepyIOTh OaHKOMAaTaMH Ta IUIATDKHAMH TEpMiHANIaMH, 1X BIACHHKH 3MYIICHI 3BEPTATHUCS IO CKCIIEPTiB, SKi
NPOBOJSATh AYAMTOPCHKY MEPEBIPKY 3aXHMILEHOCTI 1H(QOpMaUiiHUX pecypciB KOMII FOTEpHOi cucteMu. YiTka
cucreMa kiacugikailii 3arpo3 JOMOMOXKE eKCIEPTy po3poOUTH ePEeKTUBHI PEKOMEH/IAIIIT MO IiIBUIICHHIO PiBHS
3aXHIIEHOCTI IHPOpMaLIHHUX pecypCiB.

[potsirom ocranHix 10 pokiB cnocTepiraeTbest 301IbIIEHHS KUIBKOCTI 0aHKOMATIB y CBITI — /10 2,4 MJIH.
B Vkpaini, Ha maHWii MOMEHT, YBEICHO B eKcIuryartamito 37 Tuc. 6aHKOMATiB. 3 pocToM duciia OaHKOMATiB
30UIpImMNIACS 1 KUTBKICTh 3JI0YMHIB, IOB‘S3aHMX 13 HHUMH. 3HAYyHy YacTKy TaKHX 3JI0OYHHIB CTAaHOBUTH
HECAaHKIIOHOBaHWH nocTyn 1o iHpopmamniitaux pecypciB (IP) xomm‘roreproi cucremu (KC), sxa kepye
6aHKOMaTOM.

Meroto 3axucty iHdopmauii € 30epexkeHHs LiHHOCTI iH(OpMaUiiHUX pecypciB Uil IX BIIACHHKA.
Buxomstuu 3 116010, 6€3Mocepe it 3aX0/I1 3aXUCTy CIPSAMOBYIOTh HE Tak Ha cami iH(OpMaIliiHI pecypcH, K Ha
30epexeHHs TIEBHUX TEXHOJIOTIH IX CTBOpEeHHs, 00poOIieHHs, 30epiraHHs, MOIYKY Ta HaJaHHS KOPUCTyBadyaM.
L1i TexHONOTIT MalOTh YpaxoByBaTu O0COOJIMBOCTI iH(pOpMAaIil, siKi i poOIsATh T I[IHHOO, a TAKOXK JIaBaTH 3MOTY
KOPHCTYBa4aM pi3HHX KaTeropiii mpamroBatd 3 iHGOPMAIIHHUMHU pecypcaMu (CTBOPIOBATH, 3HAXOIWTH,
KOIIIOBaTH, y3araJbHIOBATH, HOPiBHIOBATH, MO (IKyBaTH, IEPETBOPIOBATH, 3HUIILYBATH TOIIIO).

Komm'toTepHi cucTeMu, IO NPamiolOTh B PEKUMI PETFHOTO 4Yacy — I KOMITIOTEpHI CHCTEMH, SIKi
JIO3BOJISIFOTH KOPHCTYBauaM MaTH JIOCTYII JI0 JAaHMX i mporpam Oes3rnocepeqHbo 4yepe3 TepMiHai. Taki cucremu
MOXYTh CKJIQIaTHCA 3 YHIBEpCAIbHUX OOYHCIIOBAIBLHUX MAIIKWH, MIHIKOMIT'IOTEpiB 200 MepCOHATbHIX
KOMIT'IOTEPiB, 3’€MHAHUX B Mepexy. Ko rocmogaprorounii cy0'eKT BUKOPHCTOBYE KOMII'IOTEPHY CHCTEMY, IO
MIPAIIOE B PEKUMI PEATBHOTO 4acy, BUKOPUCTOBYBAHI TEXHOJOTIT MOXYTh OYTH JOCHTH CKJIATHUMH i MOXYTh
MaTH 3B's130K 3i CTpaTeriyHuMHu Oi3Hec-IIaHaMK roCIonapordoro cyb'ekra [1].

Kinpkicte OaHkoMmariB B YkpaiHi 3a ocTaHHiM pik 30urbmmiace Bckoro Ha 4 THc. Alle Bce mie
3anuaeTses 79% He3axUIeHNX OaHKOMATiB.

HecanxknionoBannit noctyn no IP KC Gankomaty 3aBiae 3HauHMX 30MTKIB. 3 METOIO 3amoOiraHHs
HecaHKnioHoBaHoro poctyny mo IP KC, HeoOximHO mpoBectH ayauT iHpopMmamiiHOi Oe3meku. AyIuT
MIPOBOAMTHCS €KCIIePTOM, SIKUK 30HMpae, aHaji3ye JaHi Ta po3poOise peKoMeHallii MoA0 MiABUIICHHS PiBHS
saxumeHocti I[P KC. [Ing toro, mo0 excmepTy po3poOMTH MaKCHUMadbHO €(eKTHBHI pEeKOMEHAIl 1o

migBUIIeHHIO piBHA 3axunieHocTi [P KC, HeoOXiqHO BUSABUTH BC1 MOKITMBI 3aTrPO3H.
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AHami3 cTaHAapTiB UIA TPOBEINCHHS ayauTy I[IOKas3aB, IO BCi BOHH MICTATh JIHMIIEC 3arajibHi
peKOMeH/IaIl, sIKi TOBMHEH BUKOHATH E€KCIIepT NpH nipoenenni ayauty IP KC [2, 3].

TakuM 9UHOM, IIpH BUKOPUCTAHHI Cy4acHOI METOAMYHOI 0a3m, oliHKa epEeKTHBHOCTI 3aCO0iB 3aXUCTY
iH(popMamii HOCUTh HEWITKHUH, CyO €KTUBHHH XapakTep [4]; MpaKTUIHO ITOBHICTIO BiICYTHI HOPMOBAaHI KiJIbKiCHI
MOKa3HHUKH, II0 BPaxOBYIOTh MOXKJIMBI BUIaAKOBI a00 HaBMHCHI Iil. Y pe3yibTaTi JOCHTH CKIIAJHO, a 4acTo i
HEMOJKJINBO, OLIHHUTH SIKICTh (YHKI[IOHYBaHHS KOMII‘FOTEPHOI CHUCTEMHM 3a HAasBHOCTI HECAHKIIOHOBaHUX
BIUIMBIB Ha i1 elleMeHTH, a, BIIOBIAHO, | BU3HAYUTH, SIKUH BapiaHT IPOEKTOBAHOI CUCTEMH Kpallle.

Jst po3poOkK epeKTUBHUX PEKOMEHAAILI Mo miBUINEeHHIO piBHs 3axumieHocti [P KC notpibHo To4HO
KIacu(ikyBaTH Ta OI[iHUTH 3aTPO3H.

ToMy, OCHOBHOIO 3a7adero JaHOi poOOTH € aHami3 i omiHka 3arpo3 IP KC, mo no3BoiuTh miaBHIMATH
piBa: 3axumenocTti [P KC Ta 3am3utn pusnk Brpath IP.

Pu3uk BWHUKHEHHS IOMHJOK Yy CHCTEMax, IO MpAIfolOTh B PEXHMI peaJbHOrO dYacy, MOXKe
30iMBIIMTHCS B pe3yNbTaTi HACTYNHUX (dakTopis [1]:

— TepMmiHamy, 10 MPAIOIOTh B PEXKHMI PEaTbHOrO Yacy, MOXYTh 3a0C3ICUUTH MOXKIUBICTh
HECaHKI[IOHOBAHOTO BUKOPUCTAHHS 32 JIOTIOMOTOIO:

— 3MIHH paHille BBEJCHUX OIEpalliif i 3aJINIIKIB 110 paXyHKaX;

— 3MIHM KOMIT'IOTEPHHX IIPOTPaMm;

— moctyty 1o iHpopMarii Ta mporpaMaMu Ha BiJICTaHI.

— Slxmo oOpoOka B pexkuMi peabHOTO Yacy MepeprBacThCs 3 SIKOi-HeOyIb IPUIHHH, iCHy€e HIMOBIPHICTh
BTpaTH omnepauii i ¢aiiiis, a TakoXkK TOTO, 110 BiJHOBIICHA iHGOPMAILlis HE MOXe OyTH TOYHOIO 1 HOBHOIO.

— JlocTyn B pexHMi peanbHOrO Yacy a0 iHdopMallii Ta mporpamMaM uepe3 TEeICKOMYHIKaIlii MOXe
3a0€3Me4YnTH MOXKJIIMBICTh HECAHKI[IOHOBAHOTO JOCTYIIY.

3arpo3su iHdopmaiiiHoi 6e3nekn kiacuikyThCs 3a KiIbKOMa O3HaKaMu:

1) 3a cxnagoBumMu iH(hOpMAIiiHOT 6e3MeKH (JOCTYIHICTD, HITICHICTh, KOHMIICHIIHHICTE) CPsAMOBaHi
3arposu;

2) 1o KOMMIOHEHTax iHpOPMAIITHUX CUCTEM, Ha sIKi 3arpO3H HAIlUJICHI ([jaHi, MPOrpaMu, anaparypa);

3) 3a xapakTepoM BIUIUBY (BHIIAKOBI a00 HABMHUCHI, JIii IPUPOIHOTO a0 TEXHOTEHHOTO XapakTepy);

4) 1o po3TallyBaHHIO Kepesa 3arpo3 (BcepeauHi abo 103a po3rIsTHyTOl iHDOpMAaIifHOT CHCTEMM).

IMpu anamizi 3arpo3 iHdopmauiiiHoi Oe3nekyd BIANPAaBHOIO TOYKOK € BH3HAYEHHSI CKIJIaJ0BOI
iHpopManiliHOT Oe3nekH, sika MoXke OyTH MOpYIIEHA TIEI0 YH IHIIOK 3arpo30r0: KOH(MINEHIIHHICTD, HIJICHICTh
a0o0 JOCTYTHICTb.

[Tpu ananisi 3arpo3 3a XapakTepoM BILUIMBY, BUSIBJICHO II0 iH(GOPMAILLisl MATA€THCS PI3HUM BUIIAIKOBUM
BIUIMBAaM Ha BCIX eTarax UKy )KUTTS CHCTEMHU.

[MpnunHaMyu BUNaIKOBHX BIUIMBIB MPH eKCILTyaTalii MOXyTb OyTH:

1) aBapiitni cuTyamii uepe3 CTHXIMHUX JHMX i BIAKIFOYSHb €JIEKTPOXUBICHHS (IPHPOJIHI Ta TEXHOTEHHI
BIUIMBN);

2) BimmoBw i 3601 anmapatypw;

3) MOMWIKH B IPOTPAMHOMY 3a0€3MeUeHHi;

4) TOMMIIKU B pOOOTi IIEpCOHAY;

5) mepelKkoau B JiHISAX 3B'A3Ky Yepe3 BIUTHBIB 30BHILIHBOTO CEPEIOBHILA.
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3arposu, mo KIacupikyroThCs 3a PO3TAIIyBaHHAM JDKepelia 3arpo3, OyBaroTh BHYTPIIIHI 1 30BHIMIHI.

30BHIMIHI 3arpo3d OOYMOBIICHI 3aCTOCYBaHHSIM OOYHMCITIOBAJFHUX MEPEX i CTBOPEHHS Ha IX OCHOBI
iH(pOpMaiHHUX CHCTEM.

OcCoOMUBICTh OOYUCITIOBATBHOT MEPEXi IOJATAE B TOMY, IO ii KOMIIOHEHTH PO3MOIUIEHI B MPOCTOPI.
3B'I30K MDK BY3JIaMH MeEpexi 31iHCHIOEThCS (DI3MYHO 3a JOIMOMOTOI0 MEpeXeBUX JIHIH 1 NMporpaMHO 3a
JIOTIOMOTOI0 MEXaHi3My TOBiioMJeHb. Kepyroui MOBiZOMJICHHS 1 JaHi, IO HEPECHJIAIOTBCS MK BY3JIaMH
Mepexi, epeaaloThes Y BUMIIAI MakeTiB 00MiHy. OcoOIMBICTh TaHOTO BHJY 3arpo3 IMOJISITa€ B TOMY, IO Miclie
pO3TallyBaHHs 3JIOBMUCHUKA CIIOYATKy HEBIJIOMO.

IcHye nexinpka MOMIIMBUX cTIOCO0IB 3MICHEHHS 3arpO3H:

1) TeXHIYHMMH KaHAJIaMH, IO BKJIIOYAIOTh KaHAIW MOOIYHHUX ENEKTPOMATHITHUX BHUIIPOMIHIOBaHb 1
HABOJIOK, aKyCTHUYHI, ONTHYHI Ta padioTeXHIUHI, XIMI9HI KaHAIH;

2) KaHaJaMH CIICI[iaIbHOTO BIUIMBY HUIAXOM (POPMYBaHHS IIONIB 1 CHTHANIB 3 METOI DPYHHYBaHHS
CHUCTEMHU 3aXUCTy ab0 MOPYIICHHS I[ITICHOCTI iH(GOpMAITiT;

3) HecaHKI[IOHOBaHHMM JIOCTYIIOM IIUIIXOM MiAKIIOUEHHS 10 anapaTypy Ta JIiHiH 3B’s3Ky, MacKyBaHHs
Ml 3apeecTpOBaHOIO KOPHCTYBada, IOJOJAHHS 3aXOJiB 3aXHCTy 3 METOI BHKOPUCTAHHS iH(pOpMalii,
3aCTOCYBaHHS 3aKJIa[HUX IIPUCTPOIB UM MPOTPaM Ta PO3IOBCIOKCHHS KOMII IOTEPHUX BipyCiB.

[Minkmrouenns no KC BinOyBaeThes M0 KaHANAM 3B 3Ky MK OAaHKOMATOM Ta aBTOPH30BAaHUM IIEHTPOM.
[TigxmroueHHs O KaHaJIaM 3B 53Ky Jla€ 3MOTY MEpEXOIUTIOBATH TPaH3AKIIII.

BuainsroTe Tpu OCHOBHHUX THIHM 3arpo3 3 TPaH3aKLiAMH: MOAW(IKAILis JaHWX, BUKPAJCHHS, a TaKOX
MOPYIIEHHS JOCTYIHOCTI BiANpaBKH TpaH3akiii. Buaiiastore Kinbka THIIB Moau(iKallii: KOPUTYBaHHS CyMHU
orepartiii At 3MiHM JJaHUX [PO 3alUT BUJAHUX IPOLIOBUX KOUITIB; KOPUTYBaHHS 1A€HTH(]IKATOPIB IJIATIXKHOTO
IHCTPYMEHTY - HOMepa KapTKH; KOperyBaHHs MPU3HAUEHHS TUIATeXy NpH onepauisx card-to-card abo person-to-
person uepe3 0aHkoMatH (IUTICHICTh TaHUX OJEP)KyBaya y CKJIaIi TPaH3aKI(il He KOHTPOJIOETHCS, TaKa MiMiHa
Moyke OyTH 3iiCHeHA 3a BiICYTHOCTI IM(PYBaHHS TPAH3AKIIIT).

OcoOmuBUii THN OTPUMaHHS IHPOPMAIii TEXHIYHUMH KaHAIAMH TIIPH OIEPAlisixX 3 KapTKaMH —
ckiMMiHT. CKIMMIHT TIpefcTaBIsie cOO0K0 KPaADKKy JaHWX 3 KapTH 3a JOTIOMOTOI0 CHEHiadbHOTO MPUCTPOIO, IO
39UTy€e. 3IIOBMUCHUKH KOMIIOIOTH BCIO 1HQOPMAIiI0 3 MarHiTHOI CMYTH KapTH (iM's BIaCHHWKa, HOMEP KapTKH,
TepMiH 3akiHdeHHs TepMiny ii aii, CVV-1 CVC-kon). OcKinbKM CKIMMIHI-NIPUCTPOT AyKe CKJIaJHI 1 iX yacto
BOXKO BHSBUTH 0araTo KapT ONUHSIIOTHCS Mg 3arpo3oro [5]. Bpasmuum wmicuem KC Takox € moprtu Ta
orepariiiiHa cucrema.

[Ipu anamizi HeOe3meyHMX 3arpo3 Ta MozemoBaHHI ix BumBY Ha [P KC, B sKoCTi BXiZHMX HaHUX
BPaxOBYIOThCS THIT Ta LTI 3I0BMUCHHKA, 3aCO0M peaizallii 3arpo3u, Tomo. Jlani aHami3yloTbes qectabinizyrodi
Jii 0 KOXXHOMY O0’€KTY /sl KOXKHOTO 3JOBMHCHHKA. I3 BCIX MOXIMBHX il ()OPMYETHCS MHOXXMHA BCiX

MoxJBHX 3arpo3 Ib={X} (auB puc.1).

- Cy0’€eKT (310BMUCHHK) MopaentoBaHHs
- OO’€eKT Ta WiJb 3arpo3u 3arpo3 Jecrabinisyroui nii o
- Tndopmarist mpo 06 ekt

- Croci6 peanizarii 3arpo3u

- CtpykTypa 00’€KTa JIOCITIPKEHHS
- Opranizalist JOCTyIly OpHCTYBadiB [Tepconai, ycTaTkyBaHHS
KC

KOXKHOMY 00’€KTY JUIst

N KOX>XHOI'O 3JJOBMHCHHUKA

Puc. 1. IIpoBenenHs aHamizy Hefe3MeYHHX 3arpo3 Ta MoaeaoBanHi ix aii Ha [P KC
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MopemoBaHHS Ta Kiacu(iKamio JKepen 3arpo3 MpOBOISTh Ha OCHOBI aHAJi3y B3ae€MOJil JOTi9HOTO
JAHIIOXKKA!
0dtcepeno 3azpo3u — 6PA3IUBICMb CUCTNEMU — AMaKd
[Micna anamizy BHABICHHX Bpa3nuBocTell iH(popMamiiHOi Oe3mekn, chOpPMOBAaHO IIEpeIiK 3arpo3
iHpopmauiiiHoi 6e3nexn st ATM:
1. Kpanaixka HOCIiB iH(popMallii Ta BiTMOBH HOCIiB JaHUX;
BinmoBa mporpaMHoro 3abe3neueHHs;

Bipycw, ix BnpoBamxenHs B [13;

2

3

4. HenaBmmcHe BuaneHHs iH(opMaIii;

5.  Kpanixxka ayreHTH}IKAIHHAX JaHUX KoprcTyBada();

6 Kpagixkka BiAmpanboBaHUX MaTepiaiB;

7. 3n0BXMBaHHS MOBHOBA)XKEHHAMH;

8. 3arposwm, 10 peani3yloThcs OE3KOHTAKTHUM CIIOCOOOM (30ip €JIeKTPOMAarHiTHUX BUIIPOMIHIOBaHb,
MePEXOIUICHHSI CUTHAIIB, 110 HABOJSTHCS B JIAHIIOTaX, Bi3yallbHO-ONTUYHI criocoOu BUI0OYTKY iHdopmarii);

9. HeHaBMUCHI NOMMJIKM KOPHCTYBauiB, CHCTEMHOIO aJMiHICTparopa Ta IHIIMX o0cCi0, sKi
obciyroByrots ATM.

VY xoxi aHamizy HeOOXiIHO TIEpPeKOHATHCS, IO BCI MOMJIMBI JpKepela 3arpo3 imeHTHdikoBaHi i
3iCTaBJIeHI 3 JKEpEeIaMu 3arpo3 BCl MOXKITUBI YPa3IIHUBOCTI.

Ha mincraBi pesymerariB, oTpuMaHux B xomi oOcrexenHs [P KC, ominkum 3arpo3, Bpa3muBocTel i
PH3HKIB pO3pOOIISIOTHCS peKOMEH Ialii 3 YI0CKOHAJICHH 3aXHUCTY 1H(popMaLii 10 He0OXiJHOTO PiBHSL.

Bucnosku

TakuM 4YHMHOM, TPOBEJACHHS aHaJi3y Ta OLIHKM 3arpo3 Oe3NeKd J03BOJIUTh IiJBHIIUTH piBEHb
3aXMIICHOCT] 1H(QOpMaLiHUX pecypciB KOMII‘IOTEPHHUX CHUCTEM, SIKi MPAIIOI0Th B PEXUMI pEaibHOTO Hacy.
IIpuBenena xiracudikais HeOe3MEYHUX 3arpo3 Ha iHPOpMamiliHI pecypcH, BU3HAYCHHs Bpa3nuBuxX Micup KC
JIO3BOJIMTH BUOpATH HAHOLIBIIT €eKOHOMIYHI Ta €(PEKTHBHI 3aCO0M 3aXHCTy Ta HAJATH CBOEYACHI PEKOMEH/AIIIT 1O
320e3MCUCHHIO OC3TEeKH.

Crcok BUKOPHCTaHO] JTiTepaTypu

1. TAIT 1002 «Aymur B cpeae WH()OPMALMOHHBIX KOMIIBIOTEPHBIX CHCTEM - KOMIIBIOTEPHbBIE
CHCTEMBI, pabOTalOIUE B PEKUME PEATLHOTO BPEMEHI.

2. TCTY CVYIb 1.0/ISO/IES 27001:2010 «Iudopmartiiiai TexHomnorii. Meroau 3axucty. Cucrema
ynpaBmiHHSA iHpOopMariiiHoo 6e3nekoro. Bumorm» (ISO/IEC 27001:2010, MOD).

3. TCTY CVIb 2.0/ISO/IES 27002:2010 «Iadopmaniiini TexHosorii. Meroan 3axucTy. 3Bia npaBui
Juts ynpasiiHHs iH(opManiiiHoro 6e3nexoro» (ISO/IEC 27002:2010, MOD).

4. JI. XmeneB. OueHka 3(¢GeKTHBHOCTH Mep 0€30MacHOCTH, 3aKJIAAbIBAEMBIX IPH NPOSKTHPOBAHUH
ANIEKTPOHHO-UHPOPMAIIMOHHBIX ~ CHCTeM. TpyIasl  HaydyHO-TeXHHUYeckoil KoHdepeHunun «be3onacHOCTbH
MHPOPMALMOHHBIX TeXHOJIOTHI, [Ien3a, nronp 2001.

5. European Network and Information Security Agency (ENISA), ATM Crime, August, 2009.

Crarrs Haaiiuia 1o penakuii / Article received: 01.07.2013

Penenzenr: 1.1.H., npod. kadeapu inpopmaniiinux, komn torepaux texnonorii KHYT/] Psoues B.I'.

91



ISSN 1813-6796 BICHUK KHY T/ 2013 Ne5 Tlonimepni, komno3uyitini mamepianu
ma XiMiuHI 60JIOKHA

AHaJIM3 U OLIEHKA YIrpo3 HA MHGOPMAaLMOHHbIE pecypchbl KOMIILIOTEPHBIX CHCTEM, Pa0oTaloIMX B
pe:KMMe peajibHOr0 BpeMeHH

Amnppees A.C., JIroras M.B., 3axaposa M.B.

Kuesckuii nayuonanvHulil yHUugepcumem mexHoio2ull u Ou3auua

Ota paboTa MOCBAINICHAa aHANHU3Y YTPo3 MH(DOPMAIMOHHBIX PECypCcOB I OAaHKOMATOB M IUIATEKHBIX
TEPMHHAJIOB W KJIacCH(UKAUMU STHX YIrpo3 s JajbHEHIIero ee HCIOJNb30BaHMS B CHCTEME ayAuTa
MH(OPMALMOHHBIX PECYPCOB.

KaioueBble ciioBa: kiaccudukanust yrpo3, MHGOpMalMOHHbBIE PECYpChl, 0aHKOMATHI, 0€30I1aCHOCTb.

Analysis and assessment of threats to the information resources of the computer systems that
operate in real time

Andreev A., Lyuta M., Zakharova M.

Kyiv National University of Technologies and Design

This work is devoted to the analysis of threats to information resources for ATMs, payment terminals
and classification of these threats to further its use in auditing information resources.
Keywords: classification of threats, information resources, ATMSs, security.

YK 675.026
0.A. OXMAT, O.P. MOKPOYCOBA

KuiBchkuil HAL[IOHABHHUN YHIBEPCHUTET TEXHOJIOTIH Ta IU3alHyY

BUKOPUCTAHHSA OKHCJIEHUX BIVIKOBHUX CIIOJIYK
JJISA ®PAPBYBAHHSA BOPCOBUX LIKIP

Y cmammi pozenawymi pesynomamu 00CniodxcenHs 6naugy pisHux gaxmopie na npoyec gapodysanns
anionHumu oOapenuxamu. Busnaueno enacmusocmi eopcosux wikip nicia @apOysamHs npu pisHUX YMOBAX.
Yemanosneno onmumanvni napamempu npoyecy @dapoysamus, npu AKUX 00CAAIOMbCA HAUKpawyi AKICHI
Xapaxmepucmuxu noQapbo8anozo eniopy.

Kniwouosi cnoea: ¢apbysanns, aunionnuii 6apeHux, OKUCIeHi OIIKOGI CHOIYKU, B0PCOGI WIKIpU,
IHMeHCUBHICMb, PIBHOMIPHICIb, SAKICMb 3a0aPEIeHH.

[ligBumeHAs piBHSA SKOCTI 32 paXyHOK 30LIbIICHHA CTIHKOCTI 3a0apBICHHS HATYpalbHOI IIKIpHU IO
pi3HUX (GU3MKO-XIMIYHUX i € OJHI€0 3 OCHOBHHMX 3aJad TEXHOJOril mKipu. Bumorm mo criiikocti
3a0apBIICHHs, 3aJEXHO BiJ| BUIJLSIIY 1 NPHU3HAYEHHS INKIPH, 3MIHIOIOTBCS B JOCHTh ILIMPOKUX MEXax.
Hamnpukian, 1uist oJsroBux i rajlaHTeperHUX IIKip, NI0 0araTo pasiB MiJJal0ThCS B MPOIECi eKcrutyaralii Tak
3BaHUM «MOKPHM)» BIUIMBAaM, Ba)XKJIMBE 3HA4€HHS MalOTh IOKAa3HUKH CTIMKOCTI 3a0apBiieHHs 110 Aii BOAHW i
XIMIYHOTO YHINCHHS; U1 B3YTTEBUX IIKIp - CTIHKOCTI 3a0apBiIeHHS [0 Iil TOTY, Bogu. OCOONIMBOro 3HAYCHHS i
MOKa3HUKH HaOyBalOTh ISl BOPCOBHX HIKIp (BEIJIIOPY), sIKi BUPOOISIFOTHCS 200 3 TMIBOBOr0, a00 3 0axTapMsSHOTO
CIMJIKY IIKYyp BEJMKOi poraTtoi xynoow. I[lepepaxoBaHMX BIAacTUBOCTEH HE MOXKHA JIOCSATTH JIMIIE OJHUM
XIMIYHAM MaTepiajoM, TOMY Ul HaJaHHS BOPCOBHM WIKipaM IIMPOKOTO CHEKTPY BJIACTUBOCTEH HA OJHOMY
TEXHOJIOTIYHOMY TpoIieci HeoOXiJHe 3aCTOCYBaHHS KOMIUIEKCY XIMIYHHMX MaTepiaiiB, o BKIIOYae OapBHUKH,
HiCHIIOBadl KONbOpY, Tigpodobizatopn, BUPIBHIOBAWi, 3B’SI3yl0Yi KOMIIOHEHTH, B POJi SKHX MOXYTb
3aCTOCOBYBATHUCS MOXiHI KOJIareHY.

JlocBiz MPOMHUCIIOBOCTI 3 3aCTOCYBaHHSA OKCHITOXITHHX KOJareHy Ipu ¢apOyBaHHI HIKip aHIOHHUMH
0GapBHUKaMHM IIO0Ka3aB JIOCATHEHHS Kpalloro BiATpaIioBaHHS (hapOyBaJbHOTO pO34MHY, 110 a03Boiste Ha 10%

3HU3UTH BUTpaTH OapBHUKA, HE 3HIKYIOUM IHTEHCHBHICTH 3a0apBieHHs [1]. 3aBasku HamoBHIOBAIBHIN

3[JaTHOCTI NPOJYKTIB MoanGikamii KojareHy, iX MO>KHa 3aCTOCOBYBAaTH B TEXHOJIOTISIX PIAMHHOTO 03100JIEHHS
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