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In the modern world, information and communication technologies (ICT) and
artificial intelligence (Al) tools have become key drivers of adaptation to crises such as
the COVID-19 pandemic, the full-scale war in Ukraine, and global economic
transformations. In Ukraine, the war that began in 2022 has significantly impacted the
ICT sector and education: according to the Ministry of Education and Science of Ukraine,
the number of students who switched to distance learning increased by 35% in 2023 due
to military actions and power outages [1]. This underscores the need for rapid
implementation of innovative approaches in training ICT specialists capable of working
in uncertain conditions, adapting quickly to changes, and applying intelligent tools for
risk forecasting, process optimization, and decision-making. The purpose of this paper is
to analyze the prospects for training ICT specialists in the context of anti-crisis
implementation of Al tools, considering global trends and national challenges.

The war in Ukraine has become a catalyst for changes in the ICT sector,
simultaneously creating challenges and opportunities. On the one hand, physical
infrastructure has been destroyed: as of 2023, over 20% of technical centers and
laboratories in the eastern regions of the country are unusable. On the other hand, the
demand for cybersecurity specialists and Al system developers has increased due to a
surge in cyberattacks. According to CyberTech, the number of attacks on Ukrainian
resources rose by 150% in 2022, prompting the development of remote platforms and
cybersecurity programs [2, p. 83]. Educational institutions have been forced to adapt: for
instance, Kharkiv National University of Radio Electronics shifted 90% of its courses to
online formats, using Al for personalized learning. This demonstrates how crises
accelerate digitalization but also create new challenges, such as a lack of equipment and
access to high-speed internet in regions where only 40% of the population has stable
connectivity [1].

Anti-crisis implementation of Al involves leveraging its capabilities for rapid
transformation: automation of processes, risk forecasting, logistics optimization, and
cybersecurity enhancement. In medicine, Ukrainian developers during the COVID-19
pandemic created an Al-based platform that predicted the spread of the virus, helping
hospitals optimize resources and reduce bed shortages by 25% [4, p. 45]. In business, Al

~ 249 ~



O C

facilitated adaptation to wartime conditions: in 2022, when Ukraine’s ports were blocked,
logistics companies like Nova Poshta used algorithms to reroute deliveries, reducing delays
by 30%. Globally, the Google Al for Social Good project applies Al to predict natural
disasters, which could be adapted for Ukraine’s needs, such as post-shelling recovery. In
education, Al platforms like Coursera and Ukraine’s Prometheus offer adaptive courses,
enabling students to learn ICT at their own pace, increasing learning efficiency by 15% [3,
p. 32].

Education in the ICT field must align with contemporary challenges, shifting from
a traditional academic model to a practice-oriented one. A global trend is the emphasis
on interdisciplinarity, project-based learning, and collaboration with businesses. Training
should encompass Al at all levels: from basic understanding to the development and
implementation of solutions. Critical thinking, data analysis, cybersecurity, and teamwork
skills are essential. Universities should create adaptive learning pathways using gamification,
personalized routes, simulations, and virtual and augmented reality supported by Al
algorithms. For example, in 2023, Kyiv National University of Technologies and Design
introduced a cybersecurity course where students use Al to simulate attacks, improving their
readiness for real threats by 20% [2, p. 85].

International cooperation plays a crucial role in training. Programs like Erasmus+ and
Horizon Europe provide grants and opportunities for knowledge exchange. In 2023, Taras
Shevchenko National University of Kyiv, in collaboration with universities in France and
Germany, developed an Al platform for climate change analysis, funded by Horizon Europe
[3, p. 34]. UNESCO also supports initiatives to integrate Al into education, emphasizing
ethical approaches and accessibility.

Key challenges in training ICT specialists in Ukraine include a lack of modern
equipment, insufficient funding, and a shortage of instructors experienced in Al. In regional
universities, the situation is exacerbated by the war: for instance, key technical laboratories
in Mariupol have been destroyed. Solutions include establishing digital education hubs,
involving IT practitioners in teaching, and investing in instructor training. In 2024, the
Ministry of Digital Transformation launched the "Digital Ambassadors" program, engaging
specialists from companies like EPAM and SoftServe to teach at universities [5, p. 62].
Dual education, where students combine studies with practical experience in IT
companies, is also gaining momentum: according to the Ministry of Education, 15% of
ICT students studied under this system in 2023.

The use of Al raises ethical concerns, such as algorithmic bias and privacy violations.
For example, in recruitment, Al can discriminate against candidates due to poorly configured
algorithms, as seen with Amazon’s system in 2018 [6, p. 18]. In education, it is crucial to
teach students the principles of responsible Al design to avoid such issues. UNESCO
recommends incorporating ethical modules into ICT programs, focusing on data protection
and decision transparency.

The integration of Al tools into the training of ICT specialists is essential for
overcoming crises and fostering an innovative economy. Ukraine has significant potential
due to active government support, international partnerships, and its own IT resources.
According to OECD forecasts, global demand for ICT specialists will rise by 25% by
2030, while in Ukraine, this figure may reach 40% due to post-war recovery needs [3, p.
35]. Educational programs must adapt to global trends, ensuring practical skills, ethical
responsibility, and digital literacy. Strategic reforms, including the creation of hubs, dual

~ 250 ~



O

education, and international collaboration, will enable Ukraine not only to recover but
also to become competitive in the global ICT landscape.
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[ryaawnit iatenexkt (II) 3milficHIOE BaXJIMBY pPOJb Yy MIATOTOBIN CTYACHTIB
€KOHOMIYHUX CHELIaIbHOCTEH, CHPUSIOYM PO3BUTKY iX MpodeciiiHuX HAaBUYOK Ta
ajanTarlii 10 Cy4acHOTO pUHKY Ipari.

IaTerparis 11 y HaBuanbHI JUCIUTIIIHU JJOTIOMOKE PO3KPUTH MPAKTUYHI aCTICKTH
3aCTOCYBaHHSI TEXHOJIOTIM [JI1 oONTUMI3allli E€KOHOMIYHHMX mpoleciB. BiH Moxe
JIOTIOMOTTH CTYJEHTaM PO3BUBATH 3/IaTHICTh aHATI3yBaTH JlaH1, BUPIIIYBATH MPOOIEMHU
Ta NpuiMaTu OOIPYHTOBAHI pillIEHHS B eKOHOMIYHIN cdepi. Lle ocobnmnBo BaxIMBO s
NPOTHO3YBAaHHA PHUHKOBUX TPEHAIB 1 ONTHUMI3alli pecypciB, Uisl MPOBEACHHS
KOHKypeHTHOro aHaiizy, SWOT / TOWS-ananizy, PESTEL-anaini3y Toio. AKTyaabsHUM
TaKO0X € HaIlpallFOBaHHS HABUYOK 1100 HAMMKCAHHS SKICHUX TPOMITIB (TOYHUX 3aIIUTIB)
JUISL TOCSITHEHHS HAalAKICHIIIOT BIAMOBI/I BIJI CHCTEMH Ta OTIHMI3alli poOOYOro yacy B
ynpasiiHHi 013HecoM. BakiinBo mokaszaTu cTyJeHTaM-eKOHOMICTaM Pi3HI IHCTPYMEHTH
T iy Ti 9w iH111 3377291 O13HECY, 3HATH iX MMePEBAru/HEI0NIKU Ta CIIPSIMYBATH HaBUAHHS
Tak, a0M BOHM BJIACHOPYY HampairoBaau HaBuuku pobdotu 3 Il Ta BmeBHEHO MOTIH
BUKOPWCTOBYBATH iX JIJI BUKOHAHHS O13HEC-3aB/IaHb.

Sk 3a3nadae [.Ctedanchka, «BaXXJIMBO HABUUTHU SKICHO B3aEMOIISATH 31 IITYYHHM
1HTEJIEKTOM. ..OLJTbIIIe 3BEPTATH yBary Ha PO3BUTOK METaHABHUYOK (HAyMiHHS), 30KpeMa
YCBI1JIOMJICHOCTI, eMIIaTii, HeyInepeHKeHOCT, THYYKOCTI, KpEaTUBHOCTI,
IHTETPaJIbHOTO Ta KPUTUYHOTO MUCECHHS Ta 1H.» [1].
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